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This Whitepaper introduces Optima, the Swiss Altcoin  that aims to address the main issue of

Blockchain: its democratization. We will democratize Blockchain with our new generation Social

Network HARDAH One} and our consensus protocol: The Federated Byzantine Proof -of-ldentity

(FBPI). OptimaAs i si on and goal is to use Blockchain technol
gl obal diffusion, thus enabling a bet t@ptimathasbeen st andi n
built on five pillars:

I. Democratizing Blockchain
II. Performance
lll. Economic Credibility
IV. Regulatory Compliance
V. Swiss Quality

Optima is the Swiss Army Knife of Blockchain based on  Stellar source code and implementing

Lightning Network, a new conse nsus Protocol, a simple wallet and a specific use case. Optima is a

fast, decentralized, open -source andeco-f ri endl y Bl ockchain. Opti maAs eco
because there is no mining involved, all blocks are created in the Genesis block. Optima is the first

cryptocurrency using macroeconomic models to ensure stability and scalability thanks to a Reserve

system, transparent Monetary policies and a decentralized and automated inflation control

mechanism.

By merging Social Networks and Blockchain, Optima is one of the only blockchain -based projects
considering Blockchain as it should be: a technology
a technology wusable directly with HARDAH One. Even
Blockchain, it is not its only goal. Optima could be used for many other use cases. It is an ethical

Social Network improving the general knowledge of its user and the quantity and quality of

i nformati onAs sources.

Optima is built to fight fake news and reward use rs for uploading data and sharing quality content

on HARDAH One. Users will be paid in Optima when they are using the app. HARDAH One is the
first new generation social network. HARDAH One is a fusion between an image sharing social
network like Instagram or Snapchat, and Search engines like Google. Users will be able to share
ALL type of contents with HARDAH One: pictures, personal videos, web pages, YouTube videos in

a new kind of interface. As Optima is the Swiss Army Knife of Blockchain, HARDAH One is t he Swiss
Army Knife of Social Networks.

Optima consensus protocol is a mix between Federated Byzantine Agreement (FBA) developed by

Stellar and a double Identity check possible only with our specific use case of social media. This

double identity check i s called Proof-of-ldentity and ensures more trust and security in the

Bl ockchain. Ut guarantees regulatory compliance with
Authority) newly issued guidelines. Optima is then compliant with Anti -Money Laundering laws.

Optima is powered by the Swiss startup HARDAH. HARDAH is not a new entity. It is a Swiss startup
founded by David Delmi in 2015 in Geneva. HARDAH is one of the most publicized startups in
Switzerland and is active as a constant popularizer of Swis s Innovation and disruptive ecosystems.
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A) DIRECT USE WITH HARDAH ONE

1) Democratization

A 2015 Report from the World Economic Forum ! predicted t hat by 2027, 10% of the global gross
domestic product (GDP) would be stor ed on Blockchain technology. 58% of the respondents even
expected this tipping point to occur by 2025.

Described by many as the biggest invention since the Internet, and even after a huge Bubble and
mediatized Buzz in 2017, Blockchain is still perceived as an abstract, potentially crooked

technol ogy. People donAt under st anptdceswaneyreliadla dnd h o w

cr

y

trustworthy. A part of thecrywqurehces valua. Adde $ efAtNasb ¢ laic e v ¢

portion of the people investing in cryptocurrency is surely pretending to understand it . Scams,
hoax and fraudulent ICO don At h e [fop masd addpton and global understanding of this
technology.

Beside financial utilization with cryptocurrency, Blockchain has numerous applications. A paper 2
described for example how platforms like Global Fishing Watch is harnessing big data and
blockchain to reduce the global cost of illegal fishing.  Blockchain can disr upt the way different
commodit y industries use certifications and traceability. Tracking products, identifying their means

of transportation, their origin, type of packaging or environmental impact is now possible with
Blockchain.

Increasing financial in clusion, fighting against corruption, decreasing fake news and bureaucracy
and better property records in emerging markets: all of these are positive externalities derived
from Blockchain and listed by the World Economic Forum. Nevertheless, even if Blockc  hain is an

interesting technology with many rami fications we
evangelize it. Bl ockchain wonAt cure cancer, settl e
Before discussing the detail s, ow¥aludsamddarlvidien ofBleo c k c h a i
Future, l et ANs go to a simpler | evel of abthettertnasc t i on

Blockchain, Bitcoin, Token, ICO, and Altcoin really mean.

Genesis Block Block 1 Block 2
Block Header Block Header Block Header
Hash of Previous Hash of Previous
Timestamp Block Header Block Header
Nonce Timestamp 1 Timestamp 2
Nonce 1 Nonce 2
Transaction Transaction
Merkle Root 1 Merkle Root 2
-6-
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Glossary:

Blockchain: a digital technology linking a block of information cryptographically in a distributed,
peer-to-peer, tamper -proof record of information accessible to everyone (network) and called a
distributed ledger.

Protocol: This is the way currencies such as Blockchain com municate with specific rules. Ethereum
is a protocol; Bitcoin is a protocol; Optima is a protocol.

Consensus: in Blockchain, the consensus is linked with governance. The more decentralized a

system is, the more important consensus is. Without consensus, w  ithout a general agreement, you

canAt validate information, transactions or changes i
of consensus protocol: Proof -of-Stake, Proof-of-Work and Byzantine Agreement Protocol.

Proof -of-Work: consensus in which p eople (miners) with big computational power have influence.
Proof -of -Stake: consensus in which people owning big stakes in the Blockchain have influence.

Byzantine Agreement Protocol: consensus that is robust to traitor nodes sending conflicting
messages leading to incorrect results.

Cryptocurrency: Digital asset (item of value) of a network/ Blockchain. Stellar cryptocurrency is the
Lumen. Ethereum cryptocurrency is Ether. Optima cryptocurrency is one Optimum, two Optima
(from their nominative neutral si ngular and plural form in Latin.)

Altcoin or coin: abbreviation for alternative coin . A native cryptocurrency based on its independent

Bl ockchain and built into the networ k. -sdhimepeoto@lr e vari a
like Litecoin. Some ot her s are not derived from BitcoinAs protoc
Ripple or Optima. Creating an altcoin is hard. One would need to either modify the code from a

particular protocol or create a Blockchain from scratch.

Token: cryptocurrency based on top of an external Blockchain (mostly Ethereum) that facilitates
the creation of decentralized applications. It is much easier to create a token than an altcoin.
Almost all ICOs now are token -based (Optima is altcoin -based). To do so, you have to follow
standard template on an external Blockchain allowing you to create your tokens by using smart
contracts.

Smart contract: computer code used as software agent acting autonomously according to specific
predetermined rules.

ICO: an Initial Coin Offeri ng is the first offering of a cryptocurrency (altcoin or token) in exchange
for f i at currency (CHF, $, £Y) or another cryptocurren
fundraising method mostly used by startups wanting to create a blockchain -based proje ct.

Public: open-source, anyone can download the code and start running a public hode. Anyone can
send pseudonymous transactions in the network if they are valid.

Private: internal licensed Blockchain mostly used internally within a company or a group of people
knowing each other. Private Blockchains are less subject to game-theoretic incentive mechanisms
and are more centralized.

Federated: Blockchain operating under the leadership of a preselected set of nodes. Faster than
public Blockchains, with high scalability and transaction privacy. The right to read the ledger may
be public or restricted.
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Permissionless: unknown people can validate the transactions.
because the punishment for misbehavior is not inevitable.

Permissioned: only identified and trusted people can participate in the validation process of the
Blockchain. Example: Ethereum A only owner of Ether can validate transactions. They are trusted
because if they misbehave, they lose their stake, their ETH.

ISO 4217: international norm to classify currency: USD (US Dollar), CHF (Swiss Francs), ETH
(Ethereum), BTC (Bitcoin)

Y

After this brief synopsis, we can start talking about the main subject of Blockchain. The main
problem is not the low number of transactio  ns per second (TPS) of most cryptocurrencies, it is not
the energy cost (even if it is a huge entry barrier), it is not the double  -spending, and it is not Sybil
or 51% attacks. The main issue with Blockchain is that it is still too complicated to create a wallet,
to exchange currencies. The main issue is the lack of democratization of this technology. Optima
aims to change that.

Based on the number of Blockchain wallet users, we can say there are 24  million ® Blockchain users

in the world. It is a good start , but if you want to spread this technology and standardize its use,

democratization is the key. In 1989 Tim Berners -Lee invented the world wide web by adding
Transmission Control Protocol (TCP) and domain naming
network of hypertext.

As presumed in a Medium article “only 5% of the worl dAs popul g&hion had
years later . Today, thirty years after Tim Berners -Lee invention, the Internet is democratized and
massively used by almost 50% of the gl obal population °.

In comparison, Blockchain -based projects are reaching this decade long period. Bitcoin whitepaper

was issued in 2008 by Satoshi Nakamot o. Bl ockchai nAs
stage. Adoption is a long path. All groundb reaking technologies have taken a slow path filled with

barriers and issues until a critical mass is reached. This topic of adoption and democratization of
innovations were mostly developedin Ever ett RogersA Diffusfon of Unnova

As mentioned in his book, Everett Rogers explained that many innovations require a lengthy
period, often of some years, from the time when they become available to the time when they are
widely adopted. Therefore, a common problem for many individuals and organizations /s how to
speed up the rate of diffusion of an innovation

He then described diffusion as a special type of communication, in which the messages  are
concerned with a new idea. It is this newness of the idea in the message content of ~ communication
that gi ves diffusion its special character. The newness means that some degree of uncertainty is
involved. | Y Newness in an innovation need not just new knowledge. Someone may have known
about an innovation for some time but not yet developed a favorable or unfa  vorable attitude
toward it, nor have adopted or rejected it. The "newness"” aspect of an innovation may be
expressed in terms of knowledge, persuasion, or a decision to adopt.

Finally, we can finish by quoting Rogers when he is summing up diffusion J3as the process by which
(1) an innovation (2) is communicated through certain channels (3) over time (4) among the
members of a social system. The four main elements are the innovation, communication channels,
time, and the social system. f
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To democratize Blockch ain, we need more channels and to rapidly reach more social systems.
Social Networks are both communication channels and social systems that spread information
rapidly. Merging Blockchain and Social Networks makes sense and has a great potentiality to
increase the diffusion of Blockchain.

Based on RogersA work we can assume that a part of t
2018 are innovators and early adopters.

Rogers Diffusion of Innovation Curve

2.5 %‘ 13.5 %

Innovators Early Early Late Laggards
Adopters Majority Majority

1. Innovators: wanting to be the first to try , they innovate, they are not risk -averse, and
almost nothing is needed to be done to appeal them
2. Early Adopters: opinion leaders, they have self -formed opinions and are first to see new
technology and use it.
3. Early Majority: adopt new ideas before the average person and needto s ee evidence of
the innovationAs workability before using it.
4. Late Majority: doubtful and skeptical, they will only adopt an innovation after its adoption
by the Early Majority.
5. Laggards: conservative, very skeptical and hard to convince.

Democratizing Blockchain is the core mission of Optima. We will reach mass -adoption of
Blockchain if we manage to answer two challenges:

I. A use case in which Blockchain and cryptocurrencies have a direct use and are compliant
with the regulatory framework.

II. Simplicity: simplify the use and access to Blockchain.

To answer the first challenge, we are creating the perfect use case: our Killer App, the new
generation of Social Network: HARDAH One that will use our Blockchain.

To answer the second challenge, we are go ing to reduce and simplify the steps needed to enter
and leave the Blockchain. Today, the steps needed to make something as simple as sending money
to a friend are too complicated.

Let As take the foll owing ex ambBobfeom hdr iwsrkcompaitart &irstt o s end
(1) she will open an online Ethereum wallet manager like MyEtherWallet and (2) double check that

she is not on a phishing website. Then (3) she will have to upload either her wallet Private Key or

Seed Phrase which both are very hard to remember and should never be stored on an electronic

device. (4) Once the wallet is open, (5) she has to enter the ETH amount and (6) be sure that she
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has enough left to pay for the Gas fee which can vary a lot.  Finally, (7) she wil | enter BobAs w;:
addressand (8)doubl e check that she wrote it correctly and
someone else.

We think that this process isway too arduous and i s harming BlockchainAs mas
try to simplify this process with our wallet |  inked to your HARDAH One profile and based on our
Blockchain Optima.

Now | et As begin with the first challenge by explainin

2) HARDAH One

HARDAHis a Swiss start-up founded in 2015 in Geneva with the  goal of optimizing and empowering
the digital, personal, and professional life of our users with Blockchain. HARDAH has two products,
one for the private life, and one for the professional one.

HARDAH One: The First New Generation Blockchain Social Netw ork

In todayAs mobile environment the idea of mer gi ng Bl
enough if you merge only traditional Social Network. A blog using Blockchain is not enough to

Democratize Blockchain. The Social Network itself must be innovati  ve enough to attract users even

without Blockchain. You need to merge  the next Instagram , the next generation of Social Network

with Blockchain to democratize it. Merging this technology with a Twitter -like, Facebook-like or
Medium-l i ke net wor koughaoogenerate a mass-adoption, but only a niche -market
adoption.

Some projects, tokens and even coins are trying to use Blockchain in traditional Social Network.
Some of them gained a good value and are interesting and useful, but they are not generat ing a
mass-adoption, and they only attract the innovators and early adopters of Blockchain, not the early

and late majority, and definitely not the Laggards.

HARDAH One is answering three issues and dilemma:

o Smartphone Apps and Social Networks are too s hallow. If you find a nice picture on
Instagram and want to have more information, you have to quit the Social Network and go
to another website: Wikipedia, Google, Facebook, YouTube, Medium.

0 Theincrease in fake news and poor -quality content in Social Ne twork
0 Users think they should be remunerated for the use of their data

For the first issue, our solution is the D.N.A of our app that will be a fusion between image based
Social Networks like Instagram or Snapchat, and Browsers like Google. Users will be  able to share
ALL types of content with HARDAH One: pictures, personal videos, web pages, YouTube videos.
Since 2012, messaging communications is shifting into communication through pictures. Snapchat
and Instagram are the main actors of this trend. We th ink that this is just the first step:
communication through pictures is going to shift into communication through experiences.

Thanks to our app, users are going to be able to create albums in the form of Circles composed of
multimedia content and share  them with their friends.
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®vee0 Swisscom T

STORY CIRCLE

A. Userisin Rome and
take a picture of the
Coliseum.

ooooo Swisscom % 82% WED 4
Conee = &
HARDAH OFFICIAL
Official HARDAH account
Q Suisse
345 12478 57 8

Amis Abonnés Abonnement Cercles

D. On the user profile
you only see the first
picture like the cover
of a book.

DAVID DELMI

Swisscom 5

C-BOOK ® STORY CIRCLE

B. After taking the
picture a Circle is
going to appear.

#0000 Swisscom T

£ BACK ﬁ

HARDAH Official

When you click on the
picture, the Circle appears

bringing the full experience.
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Let As take a concrete example: UAm going to Rome. U t
first content of my new Circle Rome. Then | put the Wikipedia webpage explaining what the
Coliseum is, then U can put a picture of the meal g A
TripAdvisor page of that restaurant. Thanks to HARDAH One | have created my album of Rome

with pictures, web pages, videos and mor e . t As a complete album pers

experience in Rome. My friends would be able to look at my whole experience in the beautiful
Italian capital to organize their trip to Rome.

For the two other issues, our Blockchain is going to have ap rominent role in HARDAH One. Thanks
to Optima we would validate informational sources with the Blockchain used to identify fake news,

the origins, and people sharing it. Quality content and trustworthy data will be rewarded by being

more visible and share d into HARDAH One. We will go deeper and explain our algorithm later in
the C section of this first Pillar about fake news and poor -quality content.

To address the last issue about the valuation of the personal data, we will reward users of HARDAH
One for sharing quality content and uploading trustworthy data by paying them with our
cryptocurrency Optima. Each user will gain  some Optim a when uploading a certain amount of
trustworthy data.

In the above example of Rome, the user would have received some O ptima because he would have
uploaded quality data.

By doing so, we are answering the three main issues with Social Networks AND the main issue with

Blockchain, its Democratization, through a potential widely adopted New Generation Social

Network basedonet hi ¢s and privacy respect. We will even gi v
to see advertising: to pay a small subscription fee.

HARDAH One is the Swiss Army Knife of Social Networks. All Social Ne tworks centralized in one
interface.

INSTAGRAM

TRIPADVISOR PINTEREST
SNAPCHAT BROWSER
WIKIPEDIA YOUTUBE

FACEBOOK
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3) HARDAH Business

HARDAH second product is HARDAH Business. If HARDAH One is the Swiss Army Knife of Social
Networks, HARDAH Business is the Swiss Army Knife of professional digital tools. We  will only
briefly mention it because its use with Optima is limited.

HARDAMH Business is the first Digital Office for organizations, the new generation of professional

digital collaborative tools. In HARDAH Business, Circles represent projects or teams. Th e content

of each Circle are websites, documents, pictures, graphics classified into projects or subjects. The

Circle could be just used as an informational tool for the management, or as a collaborative tool

for a team. A lot of features are added: task m anagement tool, a competencies profile page,

knowledge management tools.  This generates a collaborative atmosphere, increases social

cohesion and synergy and creates a transversal communication between employees. Companies

optimize their communication and  teamwork. A messaging tool is available per Circle or task,
decreasing duplication . The informationAs circulatio

David Delmi

MY TASKS &

B HARDAH

BUSINESS

©» Messages

¥ CIRCLES

HARDAH Business capitalizes on knowledge and expertise by organizing them. It eases new
me mb e mteghation into the organization and access to expertise, simplifying transfer of skills
and increasing the collective knowledge and productivity by stimulating innovation.

You will be able to pay for subscriptions to HARDAH Business with Optima.
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4) Use Case Shema

— User 1

HARDAH Growth
ﬂ ﬂ User 2
. i HARDAH
ICO&— | Optima | — Pretum | —= User 3
Pool One
ﬂ Z\ User 4
Reserve ~— | User N

| \

—_
_—

Hardah
Business
Keep
Ads
Sale

Wallet

T

k Fee Influencer

Optima could be used directly with HARDAH One and HARDAH Business. First of all, HARDAH wiill
create Optima cryptocurrency and separate it in three. One part will be sold during the ICO,
another will be kept as a reserve to prevent valuation bubbles and crash es (see Pillar IIl), and the
last part will be put in the Pretium Pool.

Pretium means merit and value or price in Latin. The coins in the Pretium Pool will be given to
HARDAH Osers hased on their activity and shared content on the Social Network. Users will
be able to sell their Optima on trading platforms, keep them, use them to buy a subscription on
HARDAMH Business or use them to buy advertising on HARDAH One.

If you use your Optima to buy advertising, HARDAH will take a small fee that will be used only to
refill the Pretium Pool. If you use your Optima to buy a subscription for HARDAH Business, a
portion of the coins will go in the Pretium Pool too. Finally, a small inflation variable model will refill
the Pretium Pool and will only be used for that. All macroeconomics and economics are explained

in the Third Pillar.
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A Brief History of Social Networks

In 1929 F. Karinthy shaped his Six degrees of separation theory explaining that everyone in the

world is six or fewer steps away from every other living human being. With Social Networks some

studies 7 proposed even four degrees of separation &. KarinthyAs theory inspire:
Social Network named SixDegrees.com. This website had almost 4 million ° users at its peak and

some of the main features of a Social Network.

To explain how HARDAH One will be a new generation Social Network. We will classify former Social
Networks in th ree categories. SixDegrees.com was one of the first representants of the first
generation of Social Network. We can identify the main traditional features and notions of actual
Social Networks in this generation: a listing of friends, sending messages, see ing connections
between users. Napster and Friendster could be considered part of this first category.

The Four Generations of Social Networks Theory by David Delmi:

1997 1999 2001 2003 2005 2007 2009 2011 2013 2018
o o o O O O O O O o

Tumblr
SixDegrees.com Friendster Facebook Reddit Instagram HARDAH
Flickr  Twiter ~APPS ~ G0ogle* One
Naspter LinkedIn YouTube Pinterest
Myspace Snapchat

] ) ] Fourth

First Generation Second Generation Third Generation .
Generation

The second Generation was quite s imilar to the first one. Facebook at its beginning was relatively
similar to Friendster and had the same social -circles network model. The second generation had a
massive adoption thanks to technological improvement of the web, to better global understandi ng
and they all had their target and usability. Linkedln, YouTube, Twitter, Flickr or Facebook were all
second-generation Social Networks and had use cases: a video -based social network, a
professional one, a short message one, etc.

The third generation is the smartphone -based generation of Social Networks. Instagram, Snapchat,
WhatsApp, Messenger were all using a new medium: smartphones. Itis the generation of massive
use, everywhere, anywhere at any time. It was the second time technology improvement was the
prerequisite for a new generation, new use cases, and new social integration of the networks.

Based on these three generations, we can argue that the next generation of Social Networks will
be the one mastering new technologies, new mediums or ev  en both. This generation will have new
interfaces too, like WeChat and will aggregate features from traditional Social Networks, specific
apps, and browsers.

-15-
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HARDAH One has been built thanks to three years of
the laboratory version we launched in 2015. We have identified and analyzed the three main issues

listed in the section about HARDAH One. Our interface and our Social Network D.N.A is answering

the first issue. Blockchain and Deep Learning are answering the tw o others. We already have plans

to use Virtual and Augmented Reality in the Future to increase the usability and value of HARDAH

One.

Those make HARDAH One one of the first members of the fourth generation of Social Networks.

Ut As t he f i r sktof tHe douriheagéneratiantusing rits Blockchain: Optima. The other
difference s with some blockchain -based projects like Steemit are huge. The social network Steemit
is using Steem Blockchain. It is a Medium -like Social Network. Without the Blockchain, Stee mit is
just another news Blog. HARDAH One by itself is an innovation even without Blockchain.

Reward | Focuson New Consensus Type of Blockchain Sustainable
with Mabile patented Protocol Algorithm used
coins Interface against fake
news
Steem V Traditional Quantity
Optima V V V New Quality V V

By merging Social Networks and Blockchain, we are one of the only blockchain  -based projects
considering Blockchain as what it should be: a technology and not a product. Optima is not a

finality; i t As a technology wusable direct | Wsnan dgod is WARDAH
democratize Blockchain, it is not its only goal. Optima could be used for many other use cases. As

you will see it in the next Pillar, Optima is the Swiss Army Knife of Blo ckchain, as HARDAH One is

the Swiss Army Knife of Social Networks, and HARDAH Business the Swiss Army Knife of
professional digital tools.

OPTIMA

ANTI FAKE NEWS LIGHTING NETWORK

STELLAR SIMPLE USE WALLET

SCALABILITY MACROECONOMICS

NEW CONSENSUS PROTOCOL DEMOCRATIZE BLOCKCHAIN

HARDAH ONE HARDAH BUSINESS
TRIPADVISOR PINTEREST INTRANET TEAM CHAT
SNAPCHAT BROWSER AGGREGATOR DROPBOX
WIKIPEDIA YOUTUBE TASK MANAGER GOOGLE DRIVE
FACEBOOK  INSTAGRAM COLLABORATIVE TOOL CORPORATE NETWORK
-16-
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1) Use of Social Networks as a Media

In the previous chapter, we

have

t al

k ed

about

t he

hardah -optima.com

how the below generations of users have access to information. This numbers have
by Harris Int eractive 1° and are based on a French market study.

Access to Information

@ INTERNET

«® SOCIAL NETWORK
[J TELEVISION

M PRESS

¢® MESSENGER APP
AL RADIO

4
Generation

29 %
28 %
28 %
9 %
4 %
2%

Y
Generation

40 %
15 %
27 %
5%
2%
12 %

X
Generation

25 %
5%
39 %
9 %
0%
21 %

Baby
Boomers

23 %
2%
41 %
12 %
0%
23 %

generations of S

been released

Former
Generations

27 %
1%
37 %
15 %
0%
21 %

As we can see, the Z Generation is now using Social Network as a means of information almost as
much as the Internet and atthe same percentage as television. Social Networks have a huge impact

on user sA

networks like Medium, LinkedIn or Reddit.

Astudy'by t hree

alter an

perception of

FacebookAs
explains that Imass adoption of online social networking systems has the potential

i ndi vidual NAs

real ity.

Udnf ormation i s

mas s

eofr§ptiab Netverlss inanformatibrediffusion e

to dramatically

e x.pBy spplyirgy ant experimertal appmokoh fomat i o n

measuring diffusion o utcomes within one of the largest human communication networks

(Facebook) they were able to rigorously quantify the effect of

spread f

The increase of people massively using Internet and Social Network to access information i

social networks on information

s agame

changer in press communication strategies. Some newspapers are still struggling to face this
challenge, and untruthful users are taking advantage of this weakness to spread misinformation,

propaganda and conspiracy theories.

The problem is when fake news enters into a mass -diffusion phase thanks to Social Network
sharing algorithms. We will talk about this threat and how Optima will help fight against fake news

and poor -quality content.

DAVID DELMI

SUBJECT TO FURTHER REVIEW & UPDATE
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2) Fake News Scandals

The Cambridge Analytica Scandal and Facebook  As two years of difficultie
Wired 2 newspaper from February 2018 is a good summary of the situation and the challenge that

represent fake news. Their impact is real and could be potentially dangerous. The whistleblower

Christopher Wylie acknowledge that without Cambridge Analytica interferences 13, Brexit might not

have happened.

People whose Facebook information may have been
improperly shared with Cambridge Analytica

AUSTRALIA 311 127
VIETNAM | 427 446
BRAZIL| 443 117
INDIA | 562 455
CANADAJ 622 161
MEXICO | 789 880
UK | 1079 031
INDONESIA} 1 096 666
PHILIPPINE$ 1 175 870

USA 70 000 000
Source: Facebook Newsroom

A study ! from the MIT use d a data set of rumor cascades on Twitter from 2006 to 2017.  About

126 A000 rumors were spr ea c. Falseneas$ reached mo peopleltiHanitieen pe o p |
truth and were diffused faster. The study reveals that the emotional reactions of users may have

a crucial role in the fast spreading of fake news. They explainthat JFa/ sehood di ffused si
farther, fast er, deeper and more broadly than the truth in all categories of information i . The MUT
resear cher s p é&gakenewsaantdriveé rhisaocation of resources during terror attacks

and natural disasters, the misalignment of business investments, and misi  nformed elections i

Facebook faces an uprising demand from some of their users too: the remuneration by

monetiza tion of personal data in the form of royalties. Social Networks are earning money with

their userAs data. Why shouldnAt they get a royalty f
With HARDAH One we are going further by paying trustworthy users sha  ring quality content with

Optima as mentioned previously.

Ethics is on the digital table more than ever. Tim Berners -Lee, one of Internet founders, stated *° 3
was devastated about recent internet scandals, such as Russian interference in the US election and
Cambridge Analytica harvesting the data of 87 mi  llion Facebook users. We demonstrated that the
web had failed instead of served humanity, as it was supposed to have done, and failed in many
places. i

Sean Parker, one of Facebook first Investor, confesses 1® 3How do we consume as much of your

time and cons cious attention as possible? It was this mindset that led to the creation of features

such as the J/ i kefj button that would give wusers a [ i1
more content -vadtifsatad oo diexeldback |[|dihipgthatadackerclkel y t he k
mysel f would come up with, because youAlNre ekxkploiting
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3) Study with Journalists

" What a newspaper needs in its news, in its headlines, and on its editorial page is terseness, humor,
descriptive power, satire, originality, good literary style, clever condensation and accuracy,
accuracy, accuracy."

We can read this quote from Joseph Pulitzer in a Pulitzer Prize archive'’. The absolute need for
accuracy is maybe the definition of journalism.

We conducted a study with 100 journalists  working in big newspapers. Most of them were Swiss or
French. We asked them various questions about fake news. One of them was to describe the
concept of truth. Their answers were quite similar: objective fact  -checked information faithful to
reality.

Should a Social Network partially
censor the users that share Fake
News continuously ?

Should sometimes a Social
Network validate sources of
information ?

10%

m YES = NO = YES - NO

We asked them the above questions about the actions Social Networks should take to fight against
fake news. They overwhelmingly agreed that Social Networks have the responsibility to take some
action to reduce the propagation of fake news.

We questioned them why fake news was propagating so easily and why people believed in them.
They answered that lack of education, fast -consumed news, loss of trust, ignorance, propaganda,
conspiracy theories, uncontrolled, unofficial and massively shared information, social network
effects and manipulation are the main reasons for this increase of fak e news.

They almost all agreed on the fact that news shared by the press  was more accurate in general
than the news shared by common Social Network users. The promptness of online communication

is one of the main reason s why honest common users could eve n share fake news without noticing
the falsehood of the information.
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4) Our solution to Fake News

In this section, we will explain to you our algorithm and our use of Blockchain and Deep Learning
to fight against fake news and poor -quality content. The a Igorithm is used in HARDAH One, and
some of its variables are saved and secured in Optima.

Delmi -Meienberger Algorithm

B
600 28 "08 'Y 0 2000 B 1 6 i
D0 QQQWE Q
CQI = Circle Quality Indicator BQI = Bubble Quality Indicator Cl = Correlation Indicator

CIl = Community Impact Indicato r  RPI = Redundancy Penalization Indicator FNI = Fake News Indicator

Circle Quality Indicator (CQI)

Each Circle is rated by an indicator which defines the quality of the content found in the Circle. We

call this the CQI (Circle Quality Indicator) . Each Bubble in the Circle has a BQI value (Bubble Quality
Indicator) that is summed over the Circle to define the CQI of the Circle itself.

To calculate the BQI of a Bubble, we use Deep Learning and look up every Bubble ever created on

HARDAH One. We will the n find the most similar contents and users in our database and attribute

it a value. This value changes depending on the impact most similar Bubbles had on the community

(their Community Impact Indicator Cll). Once we defined the initial CQI of the Circle (a mix between

the average and the median of al/l BQUAs), we wild/l mu |

Correlation Indicator (CI)

This indicator is calculated by defining the correlation between each Bubble in the Circle. If Bubbles
content is correlat ing with each other and is in an order that makes sense, this indicator will grow.
The CI can go from 1 (no correlation found) to 2 (perfect correlation between all Bubbles). If your
Circle is telling a great story with a clear guideline, you will multiply your CQI by 2.

Community Impact Indicator (ClI)

This indicator specifies how much positive impact a Circle had on your community. It is a dynamic
indicator which is evolving through time. The more your Circle is gaining in popularity, the more
this indi cator will grow. We calculate this indicator by using a rich variety of variables like the watch
time, number of views, number of likes, how many times a Circle has been played, number of times

it has been saved, number of comments, numbers of new follower s you got from this Circle, etc.
We also take care of « who » executed those interactions on your Circle. For example, a new user
who likes and comment your Circle will have low to zero impact on your CIl. Instead, if a popular
user is commenting on your C ircle, it will have more impact on your Cll than the other users.

Opus
The Opus (Latin for accomplishment) is the greatest indicator and the particularity of Optima and

HARDAH One. The Opus is like the credibility indicator of each user. The more sources -backed

information, creative content, legitimacy, and accuracy you gain by using HARDAH One, the biggest

your Opus wi || gr ow. By validating userAs identity |
identity with users HARDAH One profile identity (See P illar IV on Regulatory Compliance), we will

be able to have a better identification of real users from fake accounts, bots or hackers.
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During our study with journalists, we asked them if Social Networks should give more credibility to
information shared b y the Press than by mainstream users. They answered yes at 90%. We believe
that too. We then asked them who should be responsible for identifying fake news on Social
Networks. With the Opus and the FNI, the Public and the Social Network are both identifyin g fake
news on HARDAH One.

WHO SHOULD BE RESPONSIBLE TO IDENTIFY

The Wall Street Journal*® challenged
FAKE NEWS ON SOCIAL NETWORKS?

their readers with a question: is

Facebook a technology platform or a Don't know
media company. We think that Social
Networks are both. HARDAH One is
both! And if you are partially a media T Network
company you owe objectivity to your
reader and as mentioned by Pulitzer
accuracy, accuracy, accuracy. With
Optima we will give Newspapers a
higher Opus.

Social

Fake News Indicator (FNI)

This indicator uses many factors, one of them is the quantity of fake news reporte d by users. The
more reported a Circle is, the more the FNI will go down. To prevent malicious bots from reporting
massively accurate content, the Opus of each user is fundamental in the calculation of the FNI
penalization. Bots will have low Opus. Real us ers with concrete interactions and actual connections
will have higher Opus. If you have a low Opus, you have low impact on the FNI. Newspaper and
accurate media with very high Opus will then have a concrete impact and role as independent
actors in the fig ht against fake news.

Having trusted sources of information and fighting fake news are our huge concerns. We want to
keep our platform clean of misleading information and penalize users who are spreading false
information . This is why we plan to create a complex neural network dedicated to fake news
identification. By using Deep Learning, we will train our model to detect fake information by
comparing it to our already trusted source of information and by letting users signal those kinds

of contents. The more content we get on our platform the more accurate at detecting fake news
our model will be.

The first challenge to train our model is defining: What  are fake news? 4f humans canAt te
difference between a real information and a false one, how ca n we teach our system to detect

them? Fake news has different forms. Some post can be openly false , written in a humorous style,

they can be partially true, they can also be satirical, pseudoscientific or even personal opinions.

Should we define all of tho se categories as fake news and penalize people that share them?

Obviously not. Something that is not scientifically true should not be censored nor penalized. In

the other hand we want to penalize users that share false information to mislead other users.

This is why we need to recognize real news to identify fake ones. Creating a model for that is way

easier since real news are factual . Alot of trusted sources and websites can provide data . By taking

into account previous accurate data , all articles are falling into two categories: real or fake. The fake
category cont ai ns fadeipformatiod owemdiscasked @arlier (satire, humor,
pseudosci en {Thefeéxicstep i®td aatédorize this news in two other categories: Harming

or Not. Forthis part, we will analyze the articles in differen
database of fake news sites. We will then extract a few indicators:
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- General sentiment of the article (positive, negative)

- Vocabulary (Is the article w ritten in a factual way? Are there racist words? etc.)
- Entities (People, places, organizations, author, etc.)

- Keywords (Most used words in the article)

An algorithm creates a 3 Fa k e N e afterwaBls dy admparing it to other banned ar ticles
scores. Uf it Awillvarngders that ib may Ibe falsevaad they will be able to flag it as

fake or real . Uf it Assanctowed hsegstlagging totent as fake ormealtaiec al | y
contributing to the platform and to th e accuracy of our model. Those users will be rewarded with

a higher Opus and will then earn more Optima.

Redundancy Penalization Indicator (RPI)

After the calculation of the CQI of a Circle, we apply a redundancy penalty if the content is not
original. If our system finds similar content already on our platform (even posted by the same user),
this indicator will grow. It applies on: Bubbles content, Circles content order, and Circles metadata.
The less varied a content is, the more this indicator willg  row. For example, if you add ten pictures
of the same cup of coffee, it may be an original content but the fact that it is repeated ten times
will highly penalize you. This indicator is in percentages. It defines the percentage of originality of
your conte nt and will directly multiply that percentage to your CQI.

Blockchain
The CQI, FNI, and history of each Circle and the Opus of each user will all be saved on Optima, on
our Blockchain. It allows complete transparency, truthfulness, and accuracy while p rotecting data

privacy. The content itself is not in the Blockchain.
stocked on the Blockchain. If it was the case, everybody could see your picture. But the picture will
be in a Circle with a specific IDnu mb e r . Ut As the 4D number that wildl be

with the Circle Quality Indicator of this Circle in the Blockchain. When a content is identified as fake
news, we will be able to trace its source because the ID of the Circle is known and stocked in
Optima. The tamper -proof aspect of blockchain is perfect to fight against fake news, trace them
and increase high -quality content diffusion.

Block 1 Block 2 Block 3
Id Circle 1602 = CQI of 10 Id Circle 1602 =CQI +5 Id Circle 1602 = CQI *0
Id Circle 1602 = FNI of 1 Id Circle 1602 = FNI of 1 Id Circle 1602 = FNI of O
Opus user1=2 Opus user 1:+0.2 Opususerl:-1
Opus user2 =4 Opususer2 =4 Opus user 2: -0.7

User 2 shares Circle 1602

User 1 who has an User 1 has now an Opus of The Circle with Id 1602
Opus of 2 creates the 2.2 and the Circle with the is now considered as
Circle with the I|d 1602 Id 1602 has a COI of 15. Fake News and the CQI

and with a CQI of 10.
User 2 with an Opus of
4 shares it. The Circle is
not considered as Fake
News.

drops at 0. User 1 and
2 see their Opus going
down too.
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A) USING THE BEST BLOCKCAIN TECHNOLOGIES
1) Generation of Blockchains

Cryptocurrencies

and

Bl

ockchain

have

qguite

Whitepaper release!®. Charles Hoskinson, the founder of Cardano and co -founder of Ethereum,
proposed a three -generations classification of Blockchain 2.

The first one is Bitcoin and other altcoins using non
Scri

Script.
has no loops.

pt

has | i

mitatio

ns and

The second generation is Ethereum and other altcoins using Turing

programming languages like Solidity. Solidity is Turing
when you have loops is that you can have overloading issues. Ethereum is preventing th

system of Gas but has some major concerns with scalability and security.

For Charles Hoskinson, the third generation we talked about earlier starts
to solve the security issue by using functional programming languages

-Turing -complete programming languages like
canAt

s ol

-complete imperative
-complete because it has loops. The problem

at with its

with Cardano. They want
like Haskell and Plutus. For

scalability, they will use their Proof -of-Stake consensus algorithm called Ouroboros to improve
transactions per seconds and the Recursive InterNetwork Architecture (RINA) protocol to improve

the bandwidth. Their researches are

effectiveness.

promising; however, tests still need to be done to prove

In this three -generation classification, Optima would be in the third one too thanks to our new

consensus protocol:

Stellar custom federated Byzantine Agreement

of-ldentity (Pol).

Federated Byzantine Proof -of-ldentity (FBPI). FBPI is made by merging the
(FBAY* with our special custom system called Proof-

Classifying Blockchain into generations is one way to categorize them. To understand the

innovative and groundbreaking aspects of
using Proof-of-Udentity
the genius approach to look for the criteria distinguishing

and

et

the two main global criteria to classify all Blockchains :

ANs take

1. Level of anonymity of validators ( i.e., do we know their identity?)

he

2. level of trust in validators (in t
Public [] Permissionless Permission ed
Public Public
Proof-of-Work Proof -of -Stake
(Bitcoin, Ethereum) (Ethereum with Caspar)
A ity of D Permissio nless Permission ed
nonymity o =
ymity 5L Federated Federated
Validators 3 Federated Byzantine Federated Byzantine
L (Ripple, Stellar) Proof -of -Identity
Permissionless Permission ed
Private Private
) National Practical Byzantine
Private [] Blockchain (Hyperledger)

Federated Byzantine Proof -of-ldentity, the first protocol
FBA, |

anot her Bl

Blockchains 22, He managed to identify

OPTIMA

>
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O

Permissionless
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2) Semi-Anonymous System

As seen in the former section, anonymity is a key to classify Blockchains. If Optima aims to

democratize and massively diffuse Blockchain it has to be compliant with regulatory frameworks.

Pillar IV will explain this further, but i f you want to be compliant you need to be compliant with

anti-money laundering (AML) rules. Complete anonymity is not compatible with AML, with the fight

against fake news and with Social Networks. On Optima you can choose to stay partially

anonymous orno t . f you stay partially anonymous, you wonAt
The Federated Byzantine Proof -of-ldentity of the next section is partly based on a double

identification proof system that we invented: Proof  -of-ldentity.

PR FZIDENTITY
User creates OOFZO < User creates
his HARDAH his Optima
One Profile Wallet
Identity: Identi ty:
Name Name
Mail Phone Number
Social Network ID Documents

HARDAH

ONE

Proof -of-Identity reached
if both identit ies match

1 2 3
Becomes eligible for 4 5 6
the Validation Process - 8 9

Proof -of-ldentity means that if you want to be eligible for the validation of transactions, you need

to prove your identity. To do so, the Blockchain will compare in a dece  ntralized way your HARDAH

One identity with your Optima WalletAs identity. df t
not a bot. By doing so, we reduce the risk of any bot -based attacks on the Blockchain. If a validator

wants to misbehave theiri dent i ty wi || be known, thus reducing the
identity on the Wallet is backed with a concrete ID document such as a passport or license card,
former invoices, phone number, etc. The usamgahd i denti

mostly his use of the network and his interactions with his friends whose identities have been
proven. It is always possible to find fake ID and fake invoices to fake a Wallet identity. But to fake
both identities is harder, requiring huge implicat i ons, hundreds of UDAs, a | ot
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3) Federated Byzantine Proof-of-Identity

Consensus is one of the key features defining and separating different Blockchains. Failing to reach
a strong decentralized consensus might result in many issues: Blockchain forks, dominance,
cheating, poor performance, etc. Consensus algorithm s and protocol s need to be robust to
corrupted messages, malicious and failed nodes, partitioning of the network and unsafe messages.
The more decentralized a system is, the more important consensus is. Without consensus, without

a gener al agreement, you canAt validate information,
system.
Protocols Decentralized  Low latency Flexible Asymptotic Consensus Identity
control trust security finali ty checked
PoW Probabilistic
PoS maybe maybe Probabilistic
Byzantine Immediate partially
SCP Immediate partially
ﬁ Immediate

As summarized in an educational paper from Dr. Baliga®® a consensus protocol has mainly three
key properties defining its applicability and potency:

i) Safety: if all nodes produce the same consistent output and if the output is valid
i) Liveness: if all non -faulty nodes participating in a consensus eventually produce a value
iii) Fault Tolerance: if a consensus can recover from fail -stop faults and Byzantine Faults
Many decentralized consensus mechanisms have been us

most famous one is the Proof -of-Wor k popul ari zed by NakamotoresmBitcoin
in its Homestead version.

Proof -of-Work (PoW):

In a PoW, the validation and addition of a new block to the Blockchain is done by nodes that have
proved to do some amount of work. The work in question is performed by finding the specific value
(hash) of the next block. This is called mining. To do so, you need to resolve complex mathematical
calculations, and you need big computing power. The first miner (node) with a winning hash can
add its proposed block to the Blockchain and earn the reward of the mining. The more computing
power you have, the bigger your validation power gets.

The level of wasted resources with this kind of approach is huge, potentiality consuming as much
electric power as an entire country the size of  Ireland 2. One of the main issues with PoW is their
lack of asymptotic security, meaning that non -rational attackers could sabotage the consensus.
PoW is subject to 51% attacks. If an attacker does have a small computational advantage in the
form of a bigger hashing power he would be able to more quickly mine new blocks. By doing so,
he would have the opportunity to double  -spend his fund by ignoring big transactions on his private
chain. Double -spending is a common threat in PoW mechanisms. When the attacker announces
his version, his chain would be longer than the legitimate one. If there is a conflict of truth in the
Blockchain (two existing chains) the protocol will choose the longest one.

Selfish mining 2° is another new issue of PoW. In this type of attack, honest miners are ince ntivized
to support the 51% attack if they donAt want to | os
announces and validate his longer double -spent chain.
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Proof -of -Stake (PoS):

In a PoS, the validation and addition of a new block to the Blockchain is do  ne by nodes that have

proved to have a stake or ownership in the Blockchain. The reward encourages rational

stakeholders to follow and respect the protocol. The stakeholders mine by staking their security

deposit when producing a new block. The PoS algorit hm selects and then validates in a pseudo -

random selection process in which the probability of being selected is linearly weighted by each
stakehol der AsNAN deposit. The bigger stake you have, t
selected miner (node) can add its proposed block to the Blockchain and earn a block reward based

on their total stake in the active validator set. On the other hand, if the validator produces an

unselected block, he will lose the security deposit equal to the block reward.

The main issue with PoS is Nothing -at-Stake attacks occurring during accidental or pernicious forks.
The malicious nodes could vote on multiple blocks on every chain to maximize their chance of

winning a reward while double -spending massively.

The Two Generals Problem:

Before entering the Practical Byzantine Fault Tolerance category that we need to define in the
matter to understand Federated Byzantine Agreement, I
General Problem is.

First mentioned in Akkoyunlu Ekanadham apapér?®iduCoestrals and Tradeoffs in
the Design of Network Communication, the Two Generals Problem is quite simple to understand.
t As an unsolvable communication i ssue.

General 1 > General 2
Send message camp
Jatt kg M Not sur if
? °e ’ A Acknowledge 1
. O\N\ed%e ived
Not sur if Ackn receive
Acknowledge 2
received Acknowledge 2 > Not sur if
Acknowledge 3
Y < Acknowledge 3 received

Two generals with their armie s are surrounding an enemy camp. They need to attack together as

their army alone <canAt def eat the enemy. The probl «
communi cate with each other: sending a messenger ac
themselves. There is a possibility that the messenger gets captured by the enemy and thus the

message will get apprehended. This will result in General 1 attacking while general 2 is waiting

down for the message. When receiving a message and answering, each General is wait  ing for the

other to acknowledge that he received the message. By doing so, they repeat each scenario and

wait for the acknowledgment of the acknowledgment of the acknowledgment of the other

repeatedly without reaching an agreement. There is no way to gua rantee that both generals

agreed on the attack plan. They will always be wondering whether their last message got through

or not.
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The Byzantine Generals Problem:

The two General sA problem is unsolvabl e, b lbttety,i f you
you could have another problem proposedina 1982  paper ?’. In this situation, you have more than

two generals, one of them is the leader and one or more of them could be traitors lying about their

choice (even the leader). The challenge here is to reach a consensus with traitors (Byzantine

failures). How many Byzantine node failures can a system survive and how might you build such a

system? Those are the two mains questions. The 1982 paper by Lamport stated the following

theorem. In the below algor ithm consensus can be reached as long as 2/3 of the actors are honest.

Theorem: For any m, Algorithm OM(m) reaches consensus if there are more than  3m generals and
at most m traitors.

OM(1): General is the traitor

attack retreat
General
l attack
Lieutenant 1 Lieutenant 2 Lieutenant 3
attack < > attack < > attack
attack <«— »J attack <+«—» || attack
retreat <+—> | refreat <4—> | retreat
attack attack attack

Practical Byzantine Fault Tolerance (PBFT)

Byzantine Fault Tolerance is the attribute which defines a system that endures the class of failures

that belong to the Byzantine General As Probl em. By a
failure is the hardest and most complex one to deal with. The Practical Byzantine Fault Tolerance

algorithm written by Miguel Castro and Barbara  Liskov?® was the first practical solution to achieve

consensus in the face of Byzantine failures by using replicated state machine, voting by replicas for

state changes and reducing the number and size of exchanged messages.

This algorithm requires 33f+1j replicas to be able to
of fewer than 21 replicas. PBFT is not permissionless as it requires nodesto  agree on a membership

list of nodes to select from. Centralization and scalability past a certain number of nodes are

common issues for PBFT Blockchains , and they are vulnerable to Sybil attacks. Delegated Byzantine

Fault Tolerance (dBFT)is a variant of PBFT developed by NEO in which the number of votes per

members is distributed unequally, thus making PBFT similar to PoS.  The small number of nodes of

dBFT is another issue proving its high centralization.
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